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Abstract

In wireless ad hoc networks, nodes compromise to for-
ward packets for each other to communicate beyond their
transmission range. Therefore, networks are vulnerable to
wormhole attacks launched through compromised nodes be-
cause malicious nodes can easily participate in the net-
works. In wormhole attacks, one malicious node tunnels
packets from its location to the other malicious node. Such
wormhole attacks result in a false route with fewer. If source
node chooses this fake route, malicious nodes have the op-
tion of delivering the packets or dropping them. It is dif-
ficult to detect wormhole attacks because malicious nodes
impersonate legitimate nodes. Previous algorithms detect-
ing a wormhole require special hardware or tight time syn-
chronization. In this paper, we develop an effective method
called Wormhole Attack Prevention (WAP) without using
specialized hardware. The WAP not only detects the fake
route but also adopts preventive measures against action
wormhole nodes from reappearing during the route discov-
ery phase. Simulation results show that wormholes can be
detected and isolated within the route discovery phase.

1. Introduction

A Mobile Ad-hoc NETwork (MANET) comprises nodes
that are organized and maintained in a distributed manner
without a fixed infrastructure. These nodes, such as laptop
computers, PDAs and wireless phones, have a limited trans-
mission range. Hence, each node has the ability to commu-
nicate directly with another node and forward messages to
neighbors until the messages arrive at the destination nodes.
Since the transmission between two nodes has to rely on re-
lay nodes, many routing protocols [11, 12, 13, 14] have been
proposed for ad hoc networks. However, most of them as-
sume that other nodes are trustable and hence they do not
consider the security and attack issues. This provides many
opportunities for attackers to break the network. More-
over, the open nature of wireless communication channels,

the lack of infrastructure, rapid deployment practices, and
the hostile environments in which they may be deployed,
make them vulnerable to a wide range of security attacks
described in [1, 2, 3, 4, 5, 6]. However the attacks are pre-
formed by a single malicious node. Many solutions pro-
posed in order to solve single node attacks in [10, 15, 16]
cannot defend attacks that are executed by colluding mali-
cious node, such as wormhole attack, which damage is ex-
tensive than single node attacks.

In this paper, we focus on an attack launched by a pair of
colluding attackers: wormhole attack. Two malicious nodes
that are separated by a large distance of several hops build a
direct link called a tunnel and communicate with each other
through the tunnel. The tunnel can be established in many
different ways, for example, through an out-of-band chan-
nel, packet encapsulation, and high-powered transmission.
This route via the wormhole tunnel is attractive to the le-
gitimate nodes because it generally provides less number of
hops and less latency than normal multi-hop routes. The at-
tackers can also launch attacks without revealing their iden-
tities. The wormhole attack is still possible even if the ad-
versary does not access the contents of the packet. There-
fore, it can be difficult to detect wormhole attacks since the
contents of the packets are not modified.

In order to detect these attacks, some mechanisms have
been proposed [3, 4, 7, 8, 9]. However, most of these mech-
anisms require specialized devices that can provide the lo-
cation of the nodes or tight time synchronization. Moreover,
they focus only on the method of detection of the wormhole
route. In this paper, we propose an efficient algorithm based
on Dynamic Source Routing (DSR) protocol [12, 13]. The
advantage of this algorithm is that it does not require the
location information of time synchronization.

This paper is organized as follows. Section 2 presents
related works on the detection of wormhole attacks. In Sec-
tion 3, we describe wormhole detection and the prevention
algorithm in detail. Simulation results and analysis are pre-
sented in Section 4. Finally, the conclusion is provided in
Section 5.
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2. Related Works

Packet Leash [4] is an approach in which some infor-
mation in added to restrict the maximum transmission dis-
tance of packet. There are two types of packet leashes:
geographic leash and temporal leash. In geographic leash,
when a node A sends a packet to another node B, the node
must include its location information and sending time into
the packet. B can estimate the distance between them. The
geographic leash computes an upper bound on the distance,
whereas the temporal leash ensures that a packet has an up-
per bound on its lifetime. In temporal leashes, all nodes
must have tight time synchronization. The maximum dif-
ference between any two nodes’ clocks is bounded by ∆,
and this value should be known to all the nodes. By using
metrics mentioned above, each node checks the expiration
time in the packet and determine whether or not wormhole
attacks have occurred. If a packet receiving time exceed the
expiration time, the packet is discarded.

Unlike Packet Leash, Capkun et al. [7] presented SEC-
TOR, which does not require any clock synchronization and
location information, by using Mutual Authentication with
Distance-Bounding (MAD). Node A estimates the distance
to another node B in its transmission range by sending it
a one-bit challenge, which A responds to instantaneously.
By using the time of flight, A detects whether or not B is a
neighbor or not. However, this approach uses special hard-
ware that can respond to a one-bit challenge without any
delay as Packet leash is.

In order to avoid the problem of using special hardware,
a Round Trip Time (RTT) mechanism [5] is proposed by
Jane Zhen and Sampalli. The RTT is the time that extends
from the Route Request (RREQ) message sending time of
a node A to Route Reply (RREP) message receiving time
from a node B. A will calculate the RTT between A and all
its neighbors. Because the RTT between two fake neigh-
bors is higher than between two real neighbors, node A can
identify both the fake and real neighbors. In this mecha-
nism, each node calculates the RTT between itself and all
its neighbors. This mechanism does not require any special
hardware and it is easy to implement; however it can not
detect exposed attacks because fake neighbors are created
in exposed attacks.

The Delay per Hop Indicator (DelPHI) [13] proposed
by Hon Sun Chiu and King-Shan Lui, can detect both hid-
den and exposed wormhole attacks. In DelPHI, attempts
are made to find every available disjoint route between a
sender and a receiver. Then, the delay time and length of
each route are calculated and the average delay time per
hop along each route is computed. These values are used to
identify wormhole. The route containing a wormhole link
will have a greater Delay per Hop (DPH) value. This mech-
anism can detect both types of wormhole attack; however, it

cannot pinpoint the location of a wormhole. Moreover, be-
cause the lengths of the routes are changed by every node,
including wormhole nodes, wormhole nodes can change the
route length in a certain manner so that they cannot be de-
tected.

3. WAP (Wormhole Attack Prevention)

In this section, we describe a method for preventing
wormhole attack called as Wormhole Attack Prevention
(WAP). All nodes monitor its neighbors behavior when they
send RREQ messages to the destination by using a spe-
cial list called Neighbor List. When a source node receives
some RREP messages, it can detect a route under wormhole
attack among the routes. Once wormhole node is detected,
source node records them in the Wormhole Node List. Even
though malicious nodes have been excluded from routing
in the past, the nodes have a chance of attack once more.
Therefore, we store the information of wormhole nodes at
the source node to prevent them taking part in routing again.
Moreover, the WAP has the ability of detecting both the hid-
den and exposed attacks without special hardware.

3.1. Assumption

At the link layer, it assumes that a node can always mon-
itor ongoing transmissions even if the node itself is not the
intended receiver. This typically requires the network in-
terface stay in the promiscuous reception mode during all
transmissions, which is less energy efficient than listening
only to packets directed to oneself. We also assume that
radio links are bi-directional; that is, if a node A is in trans-
mission range of some node B, then B is in transmission
range of A. We further assume that the transmission range
of a wormhole node is similar to a normal node because
more powerful transceiver is easy to detect.

3.2. Neighbor Node Monitoring

Neighbor Node Monitoring is used to detect neighbors
that are not within the maximum transmission range but pre-
tend to be neighbors. In order to reduce network overheads
by additional packets, this mechanism is achieved during
the route discovery process. Originally, the intermediate
node which has a route to destination can send a RREP to
source. However, our mechanism does not support the DSR
optimization because it performs end-to-end signature au-
thentication of routing packet and verification of whether a
node is authorized to send a RREP packet. Therefore, an
intermediate node cannot reply from its cache.

Figure 1 shows an example of the secure neighbor mon-
itoring. Node A sends a RREQ, which starts a wormhole
prevention timer (WPT). When node B receives the RREQ,
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B must broadcast to its neighbors because B is not a desti-
nation. A can check whether the RREQ arrives within the
timer. If A receives the message after the timer expires, it
suspects B or one of B’s next nodes to be wormhole nodes.

RREQ

RREQ

RREQ

TUNNEL

Overhearing

RREQ
RREQ

Overhearing

Figure 1. Example of Neighbor Node Monitor-
ing

Once a malicious node overhears a RREQ, the node can
claim to be another wormhole node that is actually not
within the transmission range of a neighbor node. For this
reason, two nodes may believe that the other is its neigh-
bor which does not want to expose itself. In order to pre-
vent this problem, nodes monitor the malicious behavior of
neighbors and record it in the own neighbor node table.

3.2.1 Neighbor Node Table

Each node maintains a Neighbor node table that contain a
RREQ sequence number, neighbor node ID, sending time
and receiving time of the RREQ and count. By using this
table, all nodes monitor the activities of neighbors in its ta-
ble and check for malicious behavior of the neighbors. All
the fields of neighbor node table set to zero. Table 1 shows
an example of the neighbor node table.

If any node sends a RREQ, it records the RREQ se-
quence number and sending time of the RREQ. Then, on
overhearing a RREQ from any node, it records the address
of the neighbor node and the time when it receives the
packet. If the node receives the RREQ after the timer count,
called as WPT, it considers the neighbor node sending the
RREQ as a node affected by wormhole nodes. The count
value in its table will be increased by 1. It must be noted
that the count value does not exceed the previously config-
ured threshold. If the count value exceeds the threshold, the
node cannot engage in the network. This method ensures
that wormholes nodes are avoided in all the future data con-
nections.

Table 1. Neighbor Node Table

RREQ
seq #

Neighbor
Node ID

Sending
Time

Receiving
Time

Count

3.2.2 Wormhole Prevention Timer

We detect wormholes by using a special timer. For using
this timer, all the nodes do not require clock synchroniza-
tion, except the source node. As soon as a node sends a
RREQ packet, it must set the WPT and wait after send-
ing the RREQ packet until it overhears its neighbor’s re-
transmission. The WPT consider the maximum amount of
time required for a packet to travels from a node to a neigh-
bor node and back to the node. If WPT is too small, the
legitimate nodes can be excluded. On the other hand, if it is
too large, it is difficult to detect wormhole attacks.

Two formulas are considered to determine whether or not
the nodes have a mobility. If the nodes are fixed like sensor
node, the WPT is estimated by

WPT =
2 × Transmission Range(TR)

Vp
(1)

Here, TR denotes a distance that a packet can travel and
Vp denotes the propagation speed of a packet. It is assumed
that the maximum propagation speed of the radio signal is
the speed of light and the delay from sending and receiving
packets is negligible.

On the other hand, if the nodes have a mobility with an
average velocity of Vn, the distance that packet can travel
may be different. The maximum transmission distance of a
packet is calculated by

Radius = Vn × 2 × TR

Vp
=

2 × Vn × TR

Vp
(2)
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Consequently, when network are formed in the mobile
environment, the WPT of nodes is given by

WPT =
2 × Vn × TR

(Vp)
2 (3)

By using the formulas 1, 3, when a node overhears
its neighbor node’s re-transmission, it checks whether the
packet has arrived before the WPT expired. If a hidden
wormhole attack is launched, the packet transmission time
between two fake neighbor nodes may be longer than the
normal transmission time of one hop. Therefore, we can
detect a route through a wormhole tunnel.

3.3. Wormhole Route Detection

We detect exposed wormhole node when a source node
selects one route among all the routes collected from the
RREP packets within the RREP waiting timer. In the DSR
protocol, the route selection without any wormhole attack
is simple. The source node selects the smallest hop count
route among all the received routes.

Unfortunately, the smallest hop count route may contain
wormhole nodes. Hidden attacks can be detected by neigh-
bor node monitoring. However, if wormhole nodes are ex-
posed and act like a legitimate node, it is difficult to detect
a wormhole route by using only the neighbor node monitor-
ing mechanism.

Therefore, nodes must check a RREP packet on receiv-
ing it from neighbor nodes. When a wormhole node sends a
RREP to indicate that a colluding node is its neighbor, nor-
mal neighbor nodes of the wormhole node examine whether
they have corresponding RREQ packet previously received
from the node in their table. For example, in figure 2, sup-
pose a source node S broadcasts RREQ at time Ta, and then
receives a RREP at time Tb; the source node can calculate
the time delay per hop in the route by using hop count field
in the RREP. The formula is given by

Delay per hop =
Tb − Ta

Hop count
≤ WPT (4)

As specified in above, the maximum amount of time re-
quired for a packet to travel one-hop distance is WPT / 2.
Therefore, the delay per hop value must not exceed the es-
timated WPT.

In normal situation such as Figure 2(b), a smaller
hop count provides a smaller time delay. This can be ex-
plained by the fact that a shorter route should have a smaller
round trip time. Hence, the delay per hop count value of the
normal route should have similar values.

3.3.1 Wormhole Node List

When a node detects exposed wormhole nodes during route
discovery, it must keep a wormhole node list, which is in-

Good Node

Malicious Node

Figure 2. Time Delay of Route Discovery

dexed by wormhole node and colluding node. For example,
if a node overhearing a RREP discovers that the previous
node is wormhole node, it places previous node and next
node from the RREP packet in the node’s blacklist. A node
must broadcast information of the wormhole nodes in the
blacklist. Each time nodes receive the messages, the node
should set the wormhole node list and record the informa-
tion. After the wormhole nodes is specified in the list, any
packet from the nodes in the wormhole list.

4. Simulation

4.1. Simulation Environment

We have implemented wormhole attack and our pro-
posed algorithms in a Qualnet [17]. For our simulations,
we use CBR (Constant Bit Rate) application, UDP/IP, IEEE
802.11b MAC and physical channel based on statistical
propagation model. The simulated network consists of 50
randomly allocated wireless nodes in a 1500 by 1500 square
meter flat space. The node transmission range is 250 me-
ter power range. Random waypoint model [18] is used for
scenarios with node mobility. The minimum speed for the
simulations is 0 m/s while the maximum speed is 10 m/s.
The selected pause time is 30 seconds. A traffic generator
was developed to simulate constant bit rate sources. The
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size of data payload is 512 bytes. Five data sessions with
randomly selected sources and destinations are simulated.
Each source transmits data packets at the rate of 4 packets/s.
Duration of the simulations is 900 seconds.

4.2. Simulation Results

The network throughput is measured for the basic DSR
routing protocol and DSR with the WAP method. The speed
of nodes is varied to compare the results. Figure 3 shows the
results of the network throughput of both techniques for dif-
ferent node speeds. Even if there are no wormhole nodes,
the network throughput diminishes in the environment of
both DSR and WAP method as the node speed increases
because the network generally becomes more fragile as the
node speed increases However, the network throughput of
the basic DSR protocol dramatically decreases when there
are wormhole nodes in the networks. For example, the
throughput value is 74.7% when the basic DSR is used
and when the nodes are moving with a speed of 10 m/s.
However, the throughput value is 88.9% when the WAP is
used under a wormhole attack. This proves that the network
throughput of the WAP algorithm exceeds that of the basic
DSR protocol.

We experiment on the capability of wormhole detection
and isolation with WAP method. Generally, in the basic
DSR protocol, each node does not check a RREQ packet
overheard from its neighbor nodes. Therefore, the fraction
of packets sent through the wormhole tunnel is high. In
contrast, each node that uses the neighbor node table and
wormhole node list take into account the information of the
subsequent node before forwarding a packet. Therefore, the
packets sent through a wormhole tunnel are mostly dropped
to prevent the packets from arriving at the destination. Fig-
ure 4 provides the fraction of packets sent over wormhole
routes in the basic DSR and modified DSR with the WAP
algorithm at varying speeds.

5. Conclusion

With development in computing environments, the ser-
vices based on ad hoc networks have been increased. How-
ever, wireless ad hoc networks are vulnerable to various at-
tacks due to the physical characteristic of both the environ-
ment and the nodes. A wormhole attack is such an attack,
that is, it is executed by two malicious nodes causing seri-
ous damage to networks and nodes.

The detection of wormholes in ad hoc networks is still
considered to be a challenging task. In order to protect net-
works from wormholes, previous solutions require special-
ized hardwares. Thus, in this paper, we propose an algo-
rithm to detect wormholes without any special hardwares.

Figure 3. Effect of Wormhole Attack on Net-
work Throughput

Figure 4. Fraction of Packets Sent Through
Wormhole

We achieve this through the use of the neighbor node mon-
itoring method of each node and wormhole route detection
method of the source node on the selected route. Our mech-
anism is implemented based on the DSR protocol and is
proven to be capable through simulation results. In future
studies, we plan to study false positive problems with regard
to the detection of wormholes and a mechanism to solve
such problems. Moreover, we plan to apply the WAP algo-
rithm to other on-demand routing protocols.
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