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Myself

ÅLic. in Maths ---> Ph. D

ÅEarly research @ uba.edu.ar 

ðtheoretical computer science 

ðcomputer algebra

ðelimination theory

ðalgebraic geometry

ÅEnters computer security @ Core

ðcrypto

ðvulnerabilities

ðsoftware protection

ðweb application & endpoint security

ðpentesting



About

In seeking wisdom, the first step is silence; 

the second, listening; the third, 

remembering; the fourth, practicing; the 

fifth teaching others.

Solomon Ibn Gabirol, Poet and Philosopher (c. 1021-1058)



Whatõs wisdom for us?

Database administrator

We? Whoõs we?

Chief Security Officer

Chief Technology Officer

Pentester
Security Officer

Chief Operations Officer

Web applicationôs developer

Network administrator

web administrator



Agenda

ÅIntro / motivations

ÅContemplations

ÅLearn about the exploit

ÅCan hackers do what?

ÅBrowsing MyLog

ÅPreventing the same mistake

ÅWrap-up



Vulnerability reporting

Å20 years ago 

ðvulnerabilities were reported to a closed circle and 

ðonly later patches (or countermeasures) were slowly 

pushed

ÅZardoz security list (1989-1991) 

ÅCore security list (1990-1991) 

ÅToday, 

ðwe use more software

ðpatches are issued daily 

ÅBut, what have we learned?



Happier with no patches to install?

No patches nor security updates 

means that you are uninformed



Letõs say that youõve just patched that box

Did that exploit 

hurt you ?



Letõs say that youõve just patched that box

Did that exploit hurt 

you?

When information for 

patched vulnerabilities isnõt 

used to determine threats, 

threats are ignored!



The habit of reading logs.

New information 

helps to surf the log 

trails associated to 

real threats



Improve your security posture

Improving also means not 

committing the same 

mistakes. So you must make 

sure you donõt



Agenda

ÅIntro / motivations

ÅContemplations

ÅLearn about the exploit

ÅCan hackers do what?

ÅBrowsing MyLog

ÅPreventing the same mistake

ÅWrap-up



How can we profit from advisories et al.?

ÅDaily we get info about

ðpatches & advisories

ðsecurity incidents & 

malware

ÅWe can use this info to 

our advantage

Yet: how can we make accurate calls and 

minimize risk and gambling?



Play with toys

We can go through the 

following methodology:

1. Scan the network to 

document computers (their 

OS, services, apps, é), 

networking and 

vulnerabilities

2. Copy this in a blackboard

3. Use the info from the 

exploits to draw attack paths 

(and envision threats)



Analysingwith the blackboard

ÅLittle did we know é

(about 1,2 and 3)



Analysingwith the blackboard?

ÅLittle did we knowé

ÅIn terms of security you 

must 

ðknow which exploits work 

against what

ðcheck potential attack paths

ÅHow can you do that ?

ðMany have tried but using inaccurate models

[LG05]



Let me suggest a way to do thisé



Agenda

ÅIntro / motivations

ÅContemplations

ÅLearn about the exploit

ÅCan hackers do what?

ÅBrowsing MyLog

ÅPreventing the same mistake

ÅWrap-up



Do it yourself

ÅTargets

ðKeep installers and updates 

for all your software, or

ðMaintain a virtual machines 

DB with snapshots from 

Caveat: if you do not have the resources, there is still place for òaccurate speculationó

ÅExploits

ðGet the exploits (you know the 

sources!)

ðCheck them against these VMs



Demo I:

testing exploits when 

you have the exploit 

and a VM



A word on exploit quality

ÅAs attackers can develop exploits and gather 

statistcsso must we

ðIf a vulnerability could be exploited even if a 

protection is enabled (e.g., ASLR  = address space 

layout randomization), then it will

ÅTesting involves using the exploit against 

different targets 

ðE.g., OS, service pack, protection settings, 

additional appls & services, languages



Taking down notes

ÅYou can get the picture if you get an 

exploit for the same vulnerability. 

ÅAt least youõll know which systems 

are exploitable.

Target version Exploit Result

7.4.03.30 SAP DB Web 

Tools Buffer 

Overflow

not exploitable

7.4 ñ exploitable

Web Tools is a SAP DB 

module that allows you to 

manage the DB from a web 

browser



Speculation might suffice

ÅWhich versions are vulnerable?

ðWhat does the vendor say?

ðIs there an advisory?

ðAssume the worse



Agenda

ÅIntro / motivations

ÅContemplations

ÅTesting exploits

ÅCan hackers do what?

ðInsight simulation tool

ÅBrowsing MyLog

ÅPreventing the same mistake

ÅWrap-up



What are weapons for?

Now that you 

òdocumentedó all 

those exploits. Can 

you tell me what can 

an attacker do?



Introducing Insight é

Insight is a tool that interfaces 

with a pen-testing fmwk and 

simulates (attacks against) 

computer network scenarios

Futoransky, Miranda, Orlicki and Sarraute devised and implemented 

Core Insight (see [MOS 07]).



Using Insight to discover threats

1. We take snapshots of the 

networkõs configuration

ÅComputers ðOS ðpatch level

ÅTopology

ÅVulnerabilities

2. We òcopyó these snapshots to our simulator

3. Now you can execute simulated attacks against 

each of these snapshots

(Even if the network changes)


